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OBJECTIVES

Organizations often fail to protect their information
because of how they manage loyalty and suspicion
within their ranks. Over-trust invites betrayal and
over-surveillance corrodes legitimacy. This project
explores four historical cases—the Black Tom Ex-
plosion (1916), the Cambridge Five (1930s-50s),
Ford’s “Service Department” (1930s-40s), and the
CIA under James Angleton (1954-74)—to show how
extremes in managing insiders and assets create
vulnerabilities. Placed alongside contemporary
concerns about cybercrime, these episodes high-
light the continuing challenge of balancing trust
and surveillance within organizations.

METHODOLOGY

 Comparative historical analysis of four cases to
study how organizations have managed insid-
ers and protected assets.

* Drawn from published historiography of labor,
organizational, and intelligence studies.

ANALYSIS
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CONCLUSIONS

Information protection is equal parts managing
people and securing assets. Resilient security
requires a balance:

* Trust structured with safeguards.

e Surveillance bounded by just cause and method.

* Legitimacy that encourages insiders to report
risks instead of hiding them.
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 Show how historical failures of information sec-
urity emerged from mismanaging insiders.

* Demonstrate that both blind trust and corrosive
suspicion undermine organizations’ security.

* Translate historical lessons into insights for
modern information protection.

RESULTS

Over-Trust
Black Tom Explosion (1916)

The Lehigh Valley Railroad assumed sabotage was
a foreign issue. German agents slipped into the
company’s poorly secur-
ed Black Tom Island de-
potin Jersey City and de-
tonated a huge store of |
munitions bound for the
Allied Powers in Europe.

Cambridge Five (1930s-50s)

MI6 culture equated elite class pedi-
gree with loyalty. This assumption al-
lowed Soviet agents to exfiltrate war
planning and diplomatic intelligence
for decades, undermining British nat-
lonal security and Anglo-American
cooperation during the Cold War.
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Over-Surveillance

Ford’s “Service Department” (1930s-40s)
Ford’s infamous “Service |
Department,” an internal
security force, relied on in- |58,
timidation and constant
surveillance. Rather than
securing information, this
drove resistance under- -
ground, suppressed reporting of problems, and
created a public relations scandal when Service
Department men attacked union organizers in
front of journalists in 1937.

CIA and James Angleton (1954-74)
Angleton launched endless in-
vestigations to root out Soviet
moles at the CIA. Suspicion be-
came an end in itself, degrad-
Ing agency morale and opera-
tional effectiveness. Angleton =
ultimately resigned in disgrace. ;\
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